\ LEAGUE
LCLTLES

Public Records & Public Forums:
How to Apply Established Case Law
With Rapidly Emerging Social Media Platforms

Deborah Fox, Principal, Meyers Nave
David Mehretu, Of Counsel, Meyers Nave

meyers/nave

A Professional Law Corporation




Introduction

e Use of social media, email, and texting by officials
and city employees is transforming government

CHALLENGE: How are courts using established case
law to address new communication
technologies as their use by public
entities becomes ubiquitous?
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Introduction

Key areas where “old” case law meets “new” technologies

First e Application to forum classification
Amendment to various social media platforms

CA Public e Application to content on social
Records Act media platforms

CA Public * Application to contenton personal
ds A accounts and devices of public entity
Records Act e
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First Amendment




What is First Amendment Forum Classification?

1. Categorize spaces

Congress shall make no law respecting

2. Apply esta b||Shed an establishment of religion, or
prohibiting the free exercise thereof;
legal standards PR or abridging the freedom of speech,

or of the press; or the right of the
people peaceably to assemble, and to
petition the government for a redress
of grievances.
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Main Categories of Forum Classification
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Two Categories of Forum Classification

e Traditional public forum

— Where people have traditionally
been able to express their ideas:
town square, park, public street

e Non-public forum

— Government property traditionally
not open to the free exchange
of ideas: courthouse lobby, prison,
military base
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Public Forum Restrictions

Content Neutral: Content Based:

1. Reasonable time, place 1.
and manner;

2. Narrowly-tailored to serve 2.
a significant government
interest; and

3. Leaves open ample alternative
channels of communication. 3.

Level of Scrutiny Depends

QOakland

Subject to strict
scrutiny;

Must be least restrictive
means to achieve
compelling government
interest; and

Presumptively invalid

on Forum

Sacramento San Diego

m ey ers | nave Los Angeles Santa Rosa meyersnave.com



Non-Public Forum Restrictions

Most lenient test

Restrictions need only be:

Reasonable Viewpoint neutral

S

Level of Scrutiny Depends on Forum
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Designated Public Forum

Designqted e Government intentionally Same strict
Public opens non-traditional areas review as
for First Amendment activity public forum

e State university meeting facilities for student groups
e School board meetings
 Municipal auditorium dedicated to expressive activity

* Interior of city hall - when city opens building to display
art but does not consistently enforce restrictions
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Limited Public Forum

Elgalit=lef o Non-public forum opened to
Public First Amendment activity but
Forum limited to certain groups, topics

Same review

as non-public
forum

e Public library meeting rooms
e Public school property

e State’s specialty license plate program
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How Courts Determine Classification

v’ Designation of public or limited public forum
depends on terms of use

More consistently More likely forum
em.‘orc.ed and o ] deerT\ed a limited
objective restrictions public forum
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Government-Operated Social Media Platforms

How should they be classified?

e Are they a traditional public forum?

e |s social media the modern public square -
for discourse of ideas?

e [sit more akin to a bulletin board where only designated
topics can be discussed?

Do you need to be concerned with electeds’
social media platforms?
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Government-Operated Social Media Platforms

Knight First Amendment Institute at Columbia University, et al. v. Trump,
et al.,, No. 17-cv-5205 (NRB) (S.D.N.Y. 2017)

e Seven Twitter users sue President

Trump for blocking them from b il
his official social media account

> “Trump is right. The government should protect the people.
That’s why the courts are protecting us from him.”

> “To be fair you didn’t win the WH: Russia won it for you”
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Government-Operated Social Media Platforms

Brian C. Davison vs. Loudon County Board of Supervisors, et al.,
No. 16-cv-932 (JCC/IDD) (E.D.V., 2017)

facebook
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D]Government-Operated Social Media Platforms

Brian C. Davison vs. Loudon County Board of Supervisors, et al.,
No. 16-cv-932 (JCC/IDD) (E.D.V., 2017)

 Defendant acted under color of state law in maintaining
her “Chair Phyllis J. Randall” Facebook page

e Banning Plaintiff from her page for 12 hours violated plaintiff’s
right of free speech

 County not held liable, but Board Chair held liable in her
individual capacity

 No injunctive relief, but declaratory judgment granted
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Presentation Notes
https://cases.justia.com/federal/district-courts/virginia/vaedce/1:2016cv00932/348006/132/0.pdf?ts=1501081939 


Social Media as Non-Public Space

e Social media platform solely for government's speech

Example

Facebook page for

providing information First amendment

with no option for does not apply

any public discussion
or comments
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Social Media as Limited Public Forum

e Social media with some limits on public discourse

Example Challenge

Public official’s Reasonable and

twitter account on viewpoint neutral
which he/she restrictions and

discusses public enforcing limitations
business in evenhanded fashion
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Social Media as Designated Public Forum

e Social media with no limitations and no policy in place

Example Risk
Likely viewed as public
forum for exchange of
ideas where government
comments retains little ability to

Facebook page with
no limits on public

restrict, block, delete
offensive comments
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What Should Cities Do?

e Carefully consider if a city wants social
media platforms to serve as town halls
for public comment and expression

Courts unlikely to tolerate
most restrictions of the
speech that occurs
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California Public Records Act


Presenter
Presentation Notes
Another area where courts are applying existing laws to new technology, and extending the reach of existing laws to the use of technology by government employees is California’s Public Records Act or CPRA.



California Public Records Act (CPRA)

* Public records

— “any writing containing information relating to the conduct
of the public’s business, owned, used, or retained by any
state or local agency regardless of physical form or
characteristics”

* CPRA grants any person

— Access to public records held by state and
local agencies unless an exception applies
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Presentation Notes
As almost everyone here probably knows, the CPRA allows any person to gain access to public records held by state or local agencies. 

Modeled after the federal Freedom of Information Act, the CPRA’s fundamental precept is that access to the conduct of the people’s business is a fundamental right, a principle that the voters have made a part of the California Constitution.

The CPRA defines “public records’ as “any writing containing information relating to the conduct of the public’s business, owned, used or retained by any state or local agency regardless of physical form or characteristics”



California Public Records Act (CPRA)

e Today’s Challenge

— Enacted in 1968 — long before
prevalence of electronic communications

— Until 2017, unclear whether CPRA
applied to personal accounts
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Presentation Notes
The CPRA was enacted in 1968 and therefore clearly predates the prevalence, and in some cases existence, of most of the currently-prevalent forms of electronic communications, such as email, text messaging, as well as social media platforms such as Twitter, Facebook and Nextdoor.

But unlike the traditional paper records the CPRA was designed to address, electronic communications can be generated, copied, and transferred with far greater ease and efficiency, and can be easily be created or transferred from one account to another using a person’s personal accounts or devices.  

Despite the prevalent use of electronic communication by public entity employees and officials to conduct official business, it was unclear until recently whether the CPRA applied to records concerning the public business kept on the personal accounts of public entity employees.




California Public Records Act (CPRA)

e |n 2017, California Supreme
Court addressed whether CPRA
extends to personal accounts

e City of San Jose v. Superior Court,
2 Cal. 5th 608 (2017)
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Presentation Notes
That changed with the California Supreme Court’s decision in City of San Jose v. Superior Court.  




San Jose Case
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San Jose Case — the issue and holding

e Requester sought emails and text messages sent
and/or received on private devices used by mayor
and members of city council

City’s position = these were not public records

Holding: CPRA extends to otherwise “public
records” even if sent through personal accounts
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Presentation Notes
In San Jose, an individual submitted a request to the City of San Jose seeking, among other things, all voicemails, emails, and text messages that were sent or received on private electronic devices used by the mayor of the city and members of the city council

The City took the position that such records on personal electronic devices were not public records within the meaning of the CPRA

The Supreme Court disagreed, holding that the CPRA extends to otherwise public records even if sent through personal accounts.



San Jose Case —the Court’s reasoning

e “Local agencies”
— Can only act through individuals
e “Public records”

— Do not lose public character because employee
“takes them out the door”

e As policy matter

— Allowing public employees to avoid CPRA by simply
“clicking” into a personal account would undermine CPRA
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Presentation Notes
The Court’s holding was based on several key interpretations of CPRA’s provisions.

First, the Court explained that the CPRA must be construed broadly to further the people’s right of access

The Court then rejected the idea that because the CPRA refers to “local agencies” but not specifically employees, that records created by employees are not covered by the Act. The Court explained that an agency, like a corporation, can only act through human beings and that therefore a document could only be created by an agency if it was first created by one of the agencies’ employees or officials.  

The Court likewise rejected the City’s argument that records on personal accounts cannot be public records “owned, used or retained” by the city simply because they are beyond the city’s physical reach.  The Court explained that public records “do not lose their agency character just because the official who possesses them takes them out the door” and that physical control of the records was not the relevant question.

The Court also noted that as a policy matter, allowing public employees to avoid the CPRA simply by “clicking” into a personal account, would undermine the CPRA’s goals because it would allow public entities to hide their most sensitive discussions from public access simply by directing such records to personal accounts.


® San Jose Case — how Court addressed privacy

e Court recognized privacy e Court’s Guidance
concerns of subjecting > Inform employees
personal accounts to CPRA of CPRA request

° Case_by_case basisl > Allow them to search
not Categorica| their own records for

, responsive content
 No particular search method

is required or adequate » Approved Washington

Supreme Court’s
approach —employees
must submit affidavit
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Presentation Notes
Despite its holding, the Court recognized that extending the CPRA to public records on personal devices implicates the privacy concerns of agency employees

But the Court rejected the notion that such privacy concerns should be addressed on a categorical basis – by shielding any public records on personal accounts from disclosure.  Instead, the Court explained that these privacy concerns should be addressed on a case-by-case basis

Although the court noted that it was not holding that any particular method of searching for public records on personal accounts was required or adequate, it provided some guidance to agencies as to what a defensible approach to searching would look like:  Cities should inform “employees in question” of a CPRA request; and explain the scope of the request.  Then a city may “reasonably rely” on the employees themselves to search their own personal accounts for responsive content. 

The Court went on to describe a particular searching procedure adopted by the Wash. S.C. under which employees must submit an affidavit with sufficient facts to establish that they have not withheld public records on their personal accounts.  The Court explained that if “followed in good faith” such a procedure struck the right balance between protecting privacy and facilitating disclosure.


Implications of San Jose
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Presentation Notes
The San Jose case was well reasoned and settled the question before it – whether the requested electronic documents on personal accounts needed to be disclosed.

And based on the holding and the reasoning the Court employed, there are some legal and practical implications that can be drawn. 


. Implications of San Jose

e |Increased risk of CPRA liability

— Which carries attorneys’ fees
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Presentation Notes
One thing seems clear – the holding will mean an increased risk of CPRA liability for cities

On some level this is the case simply due to the fact that after the San Jose holding, there is simply more CPRA terrain that cities must monitor and be responsible for.  Whereas before the holding, cities did not have any clear obligation to concern themselves with private accounts, now they do.

The fact that the Supreme Court did not provide specific prescriptions for searching for records on personal accounts is another grey area that increases the risk of CPRA liability for cities.  All of a sudden, cities can now be liable for failing to disclose public records that the city might not have any direct access to.  Cities are now also responsible for training their employees to search for and collect public records on their personal accounts, and cities are responsible for ensuring the correct employees are notified of a given CPRA request.  




. Implications of San Jose

e CPRA applies to social media platforms
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Presentation Notes
Another implication is that the CPRA applies to social media as well emails, texts, and voicemails.

The San Jose decision did not expressly address the reach of the CPRA to public records on social media platforms.  Rather, the court simply referred to “personal accounts” throughout much of the decision

But the Court’s reasoning suggests that the CPRA must apply to social media with equal force as it does to emails, text messages, and voicemails contained on personal accounts

For example, if an agency’s employee transmits an otherwise public record through his/her Facebook messenger account, that record is still a “writing” prepared by the agency, according to the Court’s interpretation of that term, and therefore is a public record if it relates to public business.

Similarly, a record that if sent via email would be a public record subject to disclosure should not suddenly lose its public character simply because it was transmitted via social media – in the same way that the court observed that any public record does not lose its public character simply because an employee walks out the door with it.


Open Questions After San Jose
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Presenter
Presentation Notes
In addition to the implications of the holding, the San Jose decision leaves open some significant questions and challenges


Open Questions After San Jose

Court did not prescribe N
. e . Identifying “employees
specifics for performing n question”?
defensible searches on J
. )
personal devices and Training and ability
accounts. to run searches? )
=
Policing employee searches
and representations?

_/
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Presentation Notes
A big question is what do cities need to do to conduct adequate searches for public records on personal devices?  

Unclear because court expressly held that it was not announcing that any particular search would be necessary or adequate but merely provided guidance.

For example, the court said agencies must notify the “employees in question” of any CPRA request, but who the employees in question are might not always be clear at the outset.  In San Jose, the individuals in question were specified by the requester, but that’s not typically the case.  And unlike centrally-maintained documents that can be searched by the entity, it is necessary to first identify the appropriate individuals before public documents from their personal accounts can be collected.  What do agencies need to do to regularly identify the right employees?

On a similar note, under the holding, cities can “reasonably rely” on employees to conduct searches.  But what must agencies do to ensure employees are properly searching for public records?  What, if anything, does a city have to do to ensure the employee is appropriately trained to conduct searches? After all, some employees are more technically savvy than others.  Can a city “reasonably rely” on employees to conduct searches for public records if those employees don’t have the technical know how for doing so effectively? 

To what extent can agencies rely on employees representations that they have searched for public records?   Is it reasonable reliance if the city knows an employee uses her/his personal account but claims to not have any public records?  What sort of policing, if any, do cities need to undertake in this regard?


Open Questions After San Jose (cont.)

How are State Records Retention Requirements Affected?

State law governs: Generally, must retain for 2 years

Options: Prohibit use of personal accounts
or train employees to comply with retention rules

Question: Treat transitory social media differently?
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Another important open question that was not discussed in the San Jose decision is what impact the holding has on an agency’s record retention obligations.

The CPRA does not govern what records must be retained, but only what records must be disclosed.

Record retention is governed by other state laws depending on the type of records at issue.  Generally, public entities must retain records for 2 years.  

The confluence of the extension of the CPRA to personal account and records retention laws raises a very difficult practical problem – how to ensure all of an agency’s employees are adhering to records retention laws concerning public records on their personal accounts.  

Two potential solutions to this problem: (1) prohibit employees from using personal accounts; or (2) train employees to comply with retention rules, a daunting prospect.  

Then there is the issue of transitory social media – media such as snapchat that is intended to be temporary?  A unique solution for such media is that cities can try to exclude transitory media from the definition of “public records” under the state records retention laws due to their temporary nature.  


Practice Tips

v Ensure employees/officials understand that use of personal
accounts and devices does not shield CPRA

v’ Consider requiring use of government accounts and devices
for all official business

v" Develop procedures for conducting defensible searches:
= Notify employees of a request
= Determine if they use personal accounts and to what extent

= Train on searching and keeping record of compliance

QOakland Sacramento San Diego
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Now that the CPRA extends to personal accounts, there are some basic steps cities should be considering or undertaking

Ensure employees understand that the CPRA applies to personal accounts and that if they use personal accounts, they will be subject to searching

Considering developing policies to prohibit the use of personal accounts for public business.  This will allow cities to avoid the difficulties concerning records retention and searching

Regardless of whether the city prohibits use of personal accounts, the city should develop procedures to establish compliance with the CPRA as to personal accounts, such as notifying employees of a CPRA request, determining if the employees use personal accounts, and if necessary training the employees on how to search for records.

Cities should document the steps and processes they take in responding to any CPRA request to better enable themselves to show compliance with San Jose
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